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Although facilities with sensitive information, hazardous materials, critical 
infrastructure, or other sensitive items have security measures in place to protect their 
assets, the threat of domestic extremism (DE) has challenged those security measures in 
new ways. The project described in this paper used focus groups to identify best practices, 
tools, or techniques relevant to preventing or countering DE and sought to identify gaps 
in security measures. Five focus groups were conducted to understand how to protect 
critical assets against the threat of DE presented by radicalized insiders who might seek to 
harm the organization. Results underscore the importance of organizational culture, 
codes of conduct, and behavior observation programs in prevention of DE events. In 
addition, results emphasized the value of multidisciplinary teams, employee assistance 
programs, and regular threat assessment as resources when responding to DE incidents. 
However, monitoring of social media and lack of adequate resources remain challenges 
when attempting to prevent or counter the DE threat. This paper aims to extend current 
knowledge regarding effective prevention and response measures to mitigate DE threats 
within organizations managing hazardous materials (e.g., chemicals or radioactive 
material). Recommendations regarding best practices for insider threat mitigation 
programs specific to DE are provided. 

Domestic extremism (DE) is an area of increasing con
cern for the United States and its allies, as highlighted in 
recent analyses by the Office of the Director of National In
telligence (ODNI, 2021). Although there has been debate re
garding the specific definition of DE, for the purposes of 

this paper, DE is defined as a belief system that exists out
side of more broadly accepted societal belief systems, gen
erally because the tactics or ideas are objectionable and 
involve radical change to society, government, or religion 
(Anti-Defamation League, n.d.; Rose et al., 2020). DE pre
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sents a threat to organizations due to potential risks posed 
by trusted insiders who might enter or become radicalized 
and seek to do harm (Federal Bureau of Investigation, 2020; 
Wolfowicz et al., 2020). The focus of this paper, therefore, is 
on the threat of insiders radicalized by DE beliefs who may 
commit acts of sabotage, violence, or theft of sensitive in
formation in the name of those beliefs. 

For facilities that protect sensitive information, haz
ardous (e.g., radiological) materials or critical infrastruc
ture, the threat of DE is particularly grave. Due to the po
tential for mass destruction, critical 
infrastructure—including those containing chemical, bio
logical, radiological, nuclear, and explosive (CBRNE) ma
terials—present attractive targets to domestic extremists 
(Fleer, 2020). Although there is little evidence of terrorist 
groups targeting facilities with CBRNE materials, there are 
indications that far-right extremists have pursued such ma
terials for use in potential weapons for their attacks (Brill & 
Bernhard, 2020; Fleer, 2020). More broadly, despite the lack 
of information on successful attacks (or failed plots) against 
critical assets, domestic extremists believe threat-making 
towards US critical infrastructure is an effective mechanism 
to create chaos and advance their ideological goals (DHS, 
2022b). Radicalized insiders present an elevated risk due to 
their access. Therefore, it is imperative that security pro
grams at such facilities have measures in place to address 
threats posed by DE. 

To better understand how organizations articulate and 
are prepared to effectively counter the threat, we conducted 
a series of focus groups with two complementary goals: (a) 
identification of best practices, tools, or techniques relevant 
to preventing or countering DE; and (b) subject matter ex
pert elicitation of potential gaps in security measures that 
may need to be corrected or enhanced. 

Method 

To meet these objectives, in the summer of 2021, five fo
cus group sessions were conducted with twenty-two subject 
matter experts (SMEs) in critical asset security. SMEs an
swered questions focused on best practices, recent trends in 
DE, and finally, security program initiatives. A more com
plete description of the methods employed in this study 
may be found in Baweja et al. (2021). The primary method 
of data collection was focus group sessions with SMEs in 
critical asset security. SMEs in critical asset security were 
identified through their association with professional or
ganizations focused on security and in some cases, via the 
personal or professional networks of the research team 
members. Participants included academic researchers, se
curity professionals at organizations with critical assets 
(e.g., radiological material), and insider threat professionals 
within the US Federal Government. Five focus group ses
sions were conducted via videoconference, each 90 minutes 
in length. The number of participants ranged between three 
and seven per focus group. 

Focus group questions were structured to elicit SME in
put to understand the definition of DE, trends, or changes in 
the threat of DE, security measures or best practices impor
tant for countering the threat, and finally, to identify gaps 
in security measures. A list of exemplar questions is shown 

in Table 1. Although the questions were generally consis
tent, the exact nature of the phrasing or order was occasion
ally altered depending on the flow of the discussion. 

During the focus groups, notes were taken to capture the 
main points discussed. After the focus groups were com
pleted, a thematic analysis was conducted to identify, or
ganize, and summarize the themes from the conversations 
(Braun & Clark, 2012). Three team members independently 
reviewed the notes and created codes to describe the pat
terns that they identified; then, they created themes to cap
ture those patterns. The team members then met to reach 
consensus regarding the themes extracted and revised them 
to clarify any key points expressed by the SMEs during the 
focus group discussions. 

Results 

Thematic analysis of the focus group notes produced 
seven themes related to countering DE, summarized in 
Table 2. Focus group participants recognized the evolving 
nature of the DE threat which is exacerbated by the current 
sociopolitical environment in the US. Further complicating 
matters is inconsistency or lack of clarity in definitions of 
what constitutes DE in thought versus expressed behavior 
and threat activity. To address these challenges, threat as
sessment and mitigation must be collaborative and encour
age information sharing while simultaneously protecting 
individual civil liberties. Additionally, human-centric secu
rity measures and organizational leadership are viewed as 
vital to effectively counter the threat. 

The seven themes underscored several best practices 
which can be rolled-up into two primary categories: pre
vention, and response. Preventive measures are designed to 
minimize the potential of a domestic extremist threat to oc
cur; response measures are implemented after a potential 
threat has been identified. Below, we describe the findings 
of the study relating to the major concerns of Prevention 
and Response. We provide representative comments (para
phrased for clarity, brevity, and to preserve anonymity) to 
emphasize the main ideas 

Prevention 

SMEs highlighted the importance of a strong organiza
tional culture, implementation of codes of conduct, and 
behavior observation programs as key preventive security 
measures against DE threats. 

Organizational Culture. SMEs emphasized the impor
tance of fostering a strong organizational culture to effec
tively prevent domestic extremist threats. Specifically, they 
discussed the importance of a caretaker culture, where or
ganizations focus on making people feel comfortable com
ing forward about concerning behaviors or stressors. Orga
nizations can do this by emphasizing that concerns will be 
addressed appropriately, and when possible, they will pro
vide support rather than take more punitive measures (e.g., 
termination). 

One of the biggest gaps is the absence of robust culture. 
Not necessarily security culture, but caretaker culture. The 
employee is an investment and an asset, not just a poten
tial threat. 
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Table 1. Focus Group Questions 

Category Exemplar Questions 

Comprehending 
the Threat 

Understanding 
Current State 

Moving Towards 
Future State 

Table 2. Focus Group Themes 

Theme Description 

Culture 
SMEs stressed that the focus of insider threat programs should emphasize wellness and early intervention as a 
part of a supportive culture to help reduce the potential threat of DE. 

Privacy 
Because DE can relate to individual opinions or beliefs, which may or may not relate to a concrete threat, SMEs 
emphasized the importance of protecting privacy, civil rights, and civil liberties when working to secure facilities, 
assets, and materials. 

Sociopolitical 
Environment 

The current sociopolitical environment in the US, such as the polarized nature of political discourse, has increased 
the potential threat of DE. 

Definitions Confusion remains regarding the definitions of DE, creating challenges for enforcement. 

Dynamic 
Threat 

The threat of DE is continually changing, and organizations need to remain informed through regular threat 
assessment. 

Human 
Security 

A strong focus on the human aspect of security through personnel training, a robust security culture, and an 
emphasis on reporting of security concerns was emphasized as important for protecting against the threat of DE. 

Collaboration 
Because the domestic extremist threat can cross organizational and international boundaries, communication and 
collaboration are important to better understand the threat and to develop best practices across organizations. 

By accentuating the importance of wellness, support, 
and early intervention, organizations can increase the like
lihood that concerns will be reported before they escalate to 
a potentially damaging incident. Other recent publications 
in the US also discuss the importance of a culture of report
ing and prevention in the mitigation of insider threat (Cy
bersecurity and Infrastructure Security Agency, 2020), list
ing a protective and supportive culture as a core principle in 
insider threat mitigation. 

Code of Conduct. A code of conduct is important for or
ganizations to develop and maintain so that all employees 
understand what is and is not permissible behavior in their 
workplace. Generally, the SMEs talked about ensuring that 
employees are civil in the workplace and aware of appropri
ate conduct, especially as it relates to potentially sensitive 
areas, such as personal, social, or political beliefs. 

Organizations need to go back and get a code of conduct. 
If they have one, review it, and talk about civility in the 
workplace. 

As one example, the Department of Defense published 
new guidance defining prohibited extremist activities for US 
military service members as part of a department-wide ef
fort to address extremism in the ranks (DoD, 2021). This 
represents a strong example of precisely defining prohibited 

conduct to clarify what is and is not permissible behavior in 
the workplace. 

Behavior Observation Programs. SMEs emphasized the 
importance of human intelligence in preventing domestic 
extremist threats—that is, ensuring that employees are con
necting with each other and their supervisors regularly to 
observe any unusual behavior or changes in behavior. This 
is also highlighted by programs such as the Department of 
Homeland Security’s “See Something, Say Something” ini
tiative, where people are encouraged to report on suspi
cious behavior they observe (DHS, n.d.). 

If our supervisors had regular one-on-ones with employ
ees, we would gather a lot more information than we do 
now. We see in struggling organizations they are not con
necting regularly with their employees, and this gives you 
the ability to detect changes in behavior. 

A well-rounded human reliability program is a useful 
tool for DE prevention, as it encourages individuals to iden
tify unusual behaviors that may be indicative of insider rad
icalization. However, SMEs did recognize that it can be chal
lenging to identify whether a specific behavior might be 
considered unusual or suspicious, particularly if context for 
the individual (i.e., their usual patterns of behavior) is lack
ing. 

• What terminology is used to refer to individuals espousing domestic extremist ideology (e.g., domestic extremism, domestic 

violent extremism, racially or ethnically motivated violent extremism)? 

• Does organizational policy define terminology used to describe the threat? 

• How does your organization learn about potential DE threats? 

• Are good practices and lessons learned shared with others? 

• How are DE threats to critical asset security characterized? 

• What primary security measures are used to protect critical assets from DE attacks? 

• What tools are especially helpful for protecting against DE threats? 

• Are there new or changing threats to critical assets? 

• How do evolving threats impact security measures? 

• Which security measures are crucial to reduce DE threats? 

• What gaps in tools, technology, or security management (including policy) need to be addressed to more effectively counter 

DE threats? 
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SMEs also suggested that pre-employment screening and 
vetting processes (e.g., background checks of criminal and 
financial behaviors) may be useful for DE prevention efforts. 
More broadly, recent guidance has suggested a human re
liability program, including initial background investiga
tions, continuous evaluation for individuals with privileged 
access, and robust closeout procedures if an employee is 
terminated might be an important part of DE prevention 
efforts (CISA, 2020; World Institute for Nuclear Security 
(WINS), 2020). 

Response 

When responding to threats of DE within their organiza
tions, SMEs emphasized that organizations should leverage 
a multidisciplinary team, offer employee assistance pro
grams, and conduct regular threat assessments to ensure 
that their response measures are effective against a dy
namic threat. 

Multidisciplinary Teams. Multidisciplinary teams are 
key to properly responding to potential domestic extremist 
threats and to insider threat mitigation programs more gen
erally (DHS, 2019; Ellis et al., 2020; National Insider Threat 
Task Force, 2017). Not only are these teams important to in
formation-sharing, but different groups have different areas 
of knowledge and expertise that might be helpful when cre
ating an appropriate response for a specific case. 

How do you thread that needle, have that discussion about 
extremism, build a culture within an organization that tol
erates potentially extreme opinions but keeps them out of 
the workplace? It is multidisciplinary; it involves line lead
ers, HR, and others. 

As DHS terrorism prevention guidance highlights, inter
vention and threat management is an inherently multidisci
plinary activity that requires inputs from law enforcement, 
human resources, mental health, and security professionals 
from across an organization to ensure that best practices 
are applied (DHS, 2019). 

Employee Assistance Programs. In addition, SMEs high
lighted that organizations should strive to provide re
sources to individuals who are a potential domestic extrem
ist threat, such as mental health resources or financial 
support, as suggested by terrorism prevention resources 
(DHS, 2019). 

No one wants to turn in their friend who they’re concerned 
about, because it could end their career. We need to re
brand. We are not trying to turn someone in, we are trying 
to turn them around by getting them assistance early be
fore they have done anything bad. 

In one example of this approach to threat mitigation, 
the Defense Security Service (DSS) and the Center for De
velopment of Security Excellence (CDSE) published a series 
of videos entitled, “Turning People Around, Not Turning 
Them In” (DSS and CDSE 2019) that emphasized early in
tervention as the priority of insider threat mitigation pro
grams. Programs for financial or mental health counseling 
can help employees to address stressors in a constructive 
way, reducing the likelihood that they will use violent 
means to resolve their problems (DHS, 2019). 

Threat Assessment. SMEs underscored the need for or
ganizations to remain informed and prepared to address a 
changing and growing threat environment. 

The threat is not as easily categorized as before. What 
might seem to be a local or traditional domestic threat 
may be a foreign influence campaign. How can we stay on 
top of the rapidly changing threat posture? 

The US Federal Government has responded to DE by 
warning agencies and law enforcement partners to be vig
ilant against the growing threat (DHS, 2022b). Conducting 
regular assessments of the threat is critical to ensure that 
any response measures in place are effective against poten
tial DE threats. 

Potential Gaps in Security Measures 

There were two areas of potential concern or gaps in se
curity: social media monitoring and lack of resources. There 
is increasing evidence that social media plays an important 
role in radicalization processes (DHS, 2019; ODNI, 2021; 
White House, 2021). Monitoring of employees’ social me
dia activity might therefore provide indicators or warnings 
that an individual is at risk of radicalization to extremism 
and potential violence. However, there are substantial le
gal and privacy concerns regarding the use of social media 
for vetting and monitoring purposes (see, e.g., Ghoshray, 
2013). Thus, although the lack of social media monitoring 
was discussed as a potential gap, SMEs also acknowledged 
that these privacy and legal concerns would need to be 
addressed before organizations are able to effectively im
plement a social media monitoring program. Likewise, the 
DHS Domestic Violent Extremism Internal Review Working 
Group also recommends expanding the use of social media 
to identify domestic violent extremism activity within DHS, 
while recognizing the need to monitor deliberately to pro
tect privacy and civil liberties (DHS, 2022a). 

Findings also emphasized that, to effectively prevent do
mestic extremist threats from manifesting in action, orga
nizations and the federal government need to prioritize the 
threat in policy and allocate resources accordingly. These 
findings echo those of DHS’ Domestic Violent Extremism 
Internal Review Working Group, which argues that expan
sion of the DHS Insider Threat program is insufficiently 
funded (DHS, 2022a). There is evidence that the US Federal 
Government has prioritized DE, particularly in the wake of 
the events at the Capitol Building on January 6, 2021, as 
highlighted in the recent national strategy to counter do
mestic terrorism (2021; White House, 2012). In another ex
ample, DoD held a department-wide stand-down in April 
2021 to address and discuss extremism in the ranks and 
solicit service members’ and civilians’ input on the issues 
(Secretary of Defense, 2021), and subsequently revised 
guidance to service members regarding prohibited activities 
(DoD, 2021). Following these examples, organizations with 
critical assets should work to ensure that their insider 
threat mitigation programs, human resources, and training 
personnel have the time, tools, and financial resources to 
accomplish the task of addressing DE. 
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Figure 1. Recommendations for Preventing and Countering DE 

Conclusions and Recommendations 

This paper describes the core themes identified during a 
series of focus groups with SMEs in critical asset security. 
Specifically, the focus group findings highlight the preven
tion and response measures SMEs identified as most im
portant to address the potential insider threat posed by DE. 
Recommendations are provided for organizations to inform 
the prioritization of enhanced security measures. 

Many of the practices identified and presented herein are 
widely acknowledged as key components to an effective in
sider threat mitigation program. However, the results iden
tify specific practices that might be especially important to 
counter the threat posed by DE. Security measures such as 
organizational culture, behavior observation programs, and 
codes of conduct may bolster preventive measures to miti
gate threats posed by radicalized insiders. Additionally, re
cent counterextremism and counterterrorism publications 
highlight the impact strong social connections (e.g., regular 
employment, strong relationships with friends and family) 
have on individuals, making them less likely to succumb to 
extreme ideologies (DHS, 2019; National Security Council, 
2021; White House, 2021). Overall, these findings suggest 
that organizations should foster strong security cultures, 
provide clear guidance for employee behavior, and consider 
creation of behavior observation programs (as legally au
thorized and appropriate) to address early intervention for 
insiders potentially vulnerable to radicalization or other DE 
related concerns. 

Recommendations 

While the following recommendations apply generally to 
insider threat mitigation practices, we have included spe
cific recommendations from SMEs that can help prioritize 
or re-prioritize insider threat mitigation resources that ad
dress potential domestic extremist threats. Figure 1 pre
sents a summary of the recommendations. 

• Organizations should prioritize culture as a critical 
factor in preventing DE incidents. In addition to the 
code of conduct, suggestions include a self-assess
ment of security culture (see Sas et al., 2021 for a re
view of existing tools to assess security culture) and 
subsequent action plan, security education and train
ing for personnel, and promotional products and 
training aids to support that training. Early interven
tion and well-being should be prioritized whenever 
possible to encourage employee reporting of anom
alous or suspicious behavior and promote employee 
wellness. 

• Employees in critical positions (e.g., with access to 
sensitive information or hazardous materials) should 
receive training in insider threat mitigation and be
havior observation including behaviors indicative of 
motivation, preparation, or mobilization towards ex
tremist behavior (National Counterterrorism Center, 
2021). Many of those behaviors are indicative of other 
insider threat concerns, such as social isolation, ab
senteeism, or attempts to test security (see WINS, 
2020 for other specific suggestions). 

• A multidisciplinary team is an important attribute of 
an effective insider threat mitigation program (CISA, 
2020). Diverse subject matter expertise provides op
portunity to address and respond to security concerns 
using a variety of different approaches and method
ologies with a common goal (Ellis et al., 2020). Or
ganizations can refer to guidance from the National 
Insider Threat Task Force (2017) to ensure that their 
insider threat mitigation programs draw from exper
tise across the organization to respond to DE threats 
most effectively. 

• Employee assistance programs serve an essential role 
in positive organizational response to potential in
sider threat concerns. Resources provided, such as 
counseling or referrals, could help to mitigate per
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These recommendations clearly articulate the benefits 
of investing in prevention and response measures focused 
on DE. By doing so, organizations can be proactive in sup
porting employees in a manner that addresses concerning 
behavior, potential grievances, and interpersonal stressors 
through a variety of strategies. 

This research solicited insights from SMEs with experi
ence in critical asset security, specifically, measures which 
may prove valuable for preventing or responding to DE 

threats. This preliminary qualitative research provides 
valuable insights. Additional research is needed to validate 
these findings. For instance, a quantitative survey con
ducted among a broader community of security profession
als would help support additional investments into admin
istrative and technical measures best suited to address DE. 

In addition, insider threat mitigation efforts should be 
informed by recent guidance from relevant organizations, 
such as the DHS terrorism prevention resources (2019), 
CISA’s insider threat mitigation guide (2020), and the recent 
best practices guide in countering violent extremism issued 
by WINS (2020). By strengthening human-centric security 
measures, organizations can mitigate potential threats 
posed by radicalized insiders. 
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• Given the rapidly changing threat environment iden
tified by SMEs, organizations should engage with law 
enforcement, stakeholders, and other partner organi
zations (e.g., organizations with similar assets) to re
main apprised of real or perceived DE threats. 

• Although not highlighted in the focus groups, results 
highlight a lack of data on DE for research and analy
sis (e.g., Mulligan et al., 2021). The US Federal Gov
ernment would benefit by continued work with re
searchers to collaborate and share data, where 
possible. Increased knowledge regarding the indica
tors of DE or radicalization will enable better iden
tification and development of effective preventive or 
mitigation measures. As possible, this will facilitate 
more robust, generalized knowledge of behavioral 
precursors and of DE in general, providing organiza
tions with critical assets more information on how 
best to secure those assets and their workforce. 
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